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Agenda

Brief overview of PHINMS 
Software Installation and configuration

Sender
Receiver

Open “workshop” forum (Ask questions at 
any time)



PHINMS

CDC’s implementation of the ebXML 
2.0 messages service standards
Runs on Windows Unix, Linux
A separable part of the NEDSS 
Base System
Java based client and server 



What is ebXML 

ebXML Messaging Service is a 
robust messaging framework for 
commerce
HL7 approved ebXML messaging 
as a draft standard for trial use
Can send all types of files, not just 
XML



Why ebXML
Confidentiality

Information remains private between 
two parties

Authenticity
Ensured identity

Data Integrity
Data has not been changed in transit

Non-repudiation
Can not deny sending or receiving 
message



PHINMS 2.1 Sender 

Capable of sending messages (of 
any type) from behind firewalls 
Able to run on a typical workstation 
as well as a server
Can poll for messages from a 
PHINMS 2.1 Receiver (or other) 
appropriately configured
Queue Monitor deployed with client



PHINMS 2.1 Receiver
Runs on a J2EE Application Server 
configured as a web service
Able to receive messages at any 
time
Supports queue (DBMS table) 
based interface or custom 
message handler
Will support certificate based, 
password based or SDN  
authentication
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Data Exchange



Data Exchange



Downloading PHINMS  
Software

Version 2.1



Create PHINMS Directory



ftp sftp.cdc.gov



Enter User Name: phinusr



Password: MsSys4U*



cd phinms2.1\install



binary



lcd C:\phinms



mget *.*



Installing and Configuring 
PHINMS Sender (Client)

Version 2.1



Objectives
Install PHINMS Sender
Configure Sender

Configuration Files
Password Management
Database Connectivity

Run Sender
Run Queue Monitor



Win32Setup2.1.exe



Enter Directory



Enter OID



Typical Install



Run Install



Install Complete



Sender Components

DB
Q

PHINMS
Sender Database

(MS Access)

Sender 
Configuration File

Java Runtime Environment

PHINMS Sender

Keystore

Passwords

Routing Configuration
Files



Sender
Directory 
Structure



Sender Configuration Files

sender.xml

routemap.xml

clientqueuemap.xmlPasswords File

clientservicemap.xml

PHINMS Sender



Sender Configuration Files

sender.xml

routemap.xml

clientqueuemap.xmlPasswords File

clientservicemap.xml

PHINMS Sender



sender.xml



Password File
System passwords

Database user names and 
passwords
Keystore passwords
Authentication user names and 
passwords
System Startup password

PHINMS reads encrypted version 
of passwords file



passwords.xml



Password Management
PBE    

Utility

passwords

passwords.xml

PBE Utility



PBE Utility



PBE Utility



sender.xml



sender.xml



sender.xml



Create ODBC Connection

Use Windows Data Source 
(ODBC) utility
Windows Start Menu navigate to

Settings
Control Panel
Administrative Tools
Data Sources (ODBC)











sender.xml



sender.xml



Collaboration Protocol 
Agreement (CPA)

The file must be physically located 
on both nodes
PartyInfo entry for both nodes

partner party-ID
end-points (URLs) 
security attributes

Every node needs a CPA with 
every other node



PHIN Messaging Topology 
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CPA PartyInfo Entry



Starting Sender



passwords

Startup Sender



passwords

Startup Sender



passwords

Startup Sender



TransportQ_out
The interface between the 
message creation component and 
the message transport component 
is a relational database table 



TransportQ_out



TransportQ_out



Processing Status
queued
attempted
sent
received
done



Queue Monitor



Queue Monitor



Installing and Configuring 
PHINMS Server

Version 2.1



Objectives
Install PHINMS Java Components
Configure PHINMS
Test Configuration



Installing PHINMS 
Server

Unzip PHINMS Receiver 
Components
Configure Receiver
Configure Receiver Database
Install PHINMS Message Handler
Configure Message Handler
Test Installation



Extract Server Files
Run server.exe (self-extracting zip)
- server 

- config
- data
- incoming
- keystores
- logs
- payloaddir
- webapps



Configuration Files
Tomcatserver.xml

PHINMS Receiver 
Servlet

web.xml

receiver.xml

servicemap.xml queuemap.xmlPasswords File



Configuration Files
Tomcatserver.xml

PHINMS Receiver 
Servlet

web.xml

receiver.xml

servicemap.xml queuemap.xmlPasswords File



web.xml



Configuration Files
Tomcatserver.xml

PHINMS Receiver 
Servlet

web.xml

receiver.xml

servicemap.xml queuemap.xmlPasswords File



receiver.xml



receiver.xml



servicemap.xml
Maps incoming service requests 
with specified Message Handlers.

Queue Based Handlers (database)
Message Handlers (URLs)



Service Action Mappings

Receiver
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Q
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Q

Public Health Program Area 
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Reporting Action

Public Health Program Area 
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Receive Action

Reporting Action

Receive Action
servicemap.xml



Service Action Mappings
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Receive Action
servicemap.xml



Service Action Mappings

Receiver

DB
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Q

Public Health Program Area 
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Reporting Action

Public Health Program Area 
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Receive Action

Reporting Action

Receive Action
servicemap.xml



Service Action Mappings

Receiver

DB
Q

DB
Q

Public Health Program Area 
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Reporting Action

Receive Action
servicemap.xml



servicemap.xml



queuemap.xml
Maps a queue to a database and 
its associated queue table. 
Only needed when queue based 
handlers are used. 



queuemap.xml



DB entry in receiver.xml



Database Connection
Microsoft Access

Test Purposes
SQLServer
Oracle
Table creation scripts in Server 
Installation Guide

Appendix A - E



Create ODBC Connection

Use Windows Data Source 
(ODBC) utility
Windows Start Menu navigate to

Settings
Control Panel
Administrative Tools
Data Sources (ODBC)





How does a service 
access its passwords file? 



Key and Seed Values



substitute.bat



substitute.bat



substitute.bat



substitute.bat



Deploy Receiver Servlet
Copy phinms21.war to Tomcat’s 
webapps directory
Restart Tomcat



Ignore Error Message



Deployed Servlet



Configure Receiver
Edit web.xml file
Edit server.xml file
Create database connection to 
receiver.mdb



Edit Web.xml
Navigate to Receiver servlet’s
WEB-INF directory
Open web.xml with text editor
Change receiverConfig parameter 
to point to receiver.xml in 
PHINMS\server\config directory. 





Edit receiver.xml
Navigate to PHINMS\server\config
directory
Open receiver.xml with text editor
Modify 

Keystore Entries
Database Entries
Seed and Key Values



Test Configuration
Startup Receiver
Edit database entry in Sender’s 
TransportQ_out

Set processing status to “queued”
Monitor should reflect successful 
message transport Check
Receiver’s queue for message



Where To Get More 
Information

ebXML
www.ebxml.org

Interoperability
www.ebusinessready.org

PHINMS Documentation
www.cdc.gov/phin/messaging

PHINTech@cdc.gov


